
   
  

 
ISSN: 2350-0328 

International Journal of AdvancedResearch in Science, 

Engineering and Technology 

Vol. 3, Issue 05, May 2016 

 

 
 

Copyright to IJARSET                                                           www.ijarset.com                                                                        2079 
 

 

 

Capturing the origin of Anonymous Traffic 

through Network Telescope 
 
 

S.Rajeswari, Dr.P.S.Prakash, M.E., PH.D. 
 

PG Scholar, Department Of Computer Science and Engineering, RVS Technical Campus cbe, Coimbatore 

   Professor and Head, Department Of Computer Science and Engineering, RVS Technical Campus cbe, Coimbatore 

 
 

ABSTRACT:As a network security systems refers to the long known attackers may use forged source IP address to 

conceal their real locations. A number of IP traceback mechanisms have been proposed for capturing the spoofers. 

However, there has not been a widely adopted IP traceback solution, at least at the Internet level owing to the 

challenges of deployment. As a result, the mist on the locations of spoofers has never been dissipated till now. In this 

paper, proposed a passive IP traceback (PIT) which bypasses the deployment difficulties of IP traceback techniques. 

This proposed system examines Internet Control Message (ICM) Protocol error messages named path backscatter 

triggered by spoofing traffic and then tracks the spoofers based on public available information. By this way, PIT can 

find the spoofers without any deployment requirement. From this paper, the proposed scheme illustrates the collection, 

causes, and also the statistical results on path backscatter, demonstrates the effectiveness and processes of PIT and then 

shows the captured locations of spoofersby applying PIT on the path backscatter data sets. This proposedscheme results 

may help further reveal IP spoofing which has been studied for extendedhowevernot ever well understood. 

KEYWORDS:Computer network management, computer network security, denial of service (DoS), Internet Control 

Message,passive IP traceback 

I. INTRODUCTION 

 

IP spoofing is the creation of Internet Protocol (IP) packets with a fictitious source IP address, by the purpose of hiding 

the identity of the sender or copying another computing system in computer networking. The attackers beginning 

attacks with forged source IP addresses requires predictable as a serious security problem on the Internet for long 

time.IP spoofing is also known as IP address spoofing. 

 
Fig 1.1 IP Spoofing 
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By using addresses that are allotted to others or not allotted at all, then attackers may elude revealing their real 

positions or launch reflection based attacks or improve the effect of attacking. A number of disreputable attacks rely on 

IP spoofing; containing DNS amplification SYN flooding, SMURF and so on.A DNS amplification attack that severely 

ruined the service of a Top Level Domain (TLD) name server is stated. Nevertheless there has been a popular 

conventional wisdom which DoS attacks are launched from botnets and the spoofing is no longer dangerous, the report 

of ARBOR on NANOG50th meeting displays spoofing is still important in observed DoS attacks. Certainly, based on 

the taken backscatter messages from UCSD Network Telescopes,then spoofing activities are still frequently observed. 

By capturing the originsof IP spoofing traffic is of great prominence. 

 

For example, defining the networks they exist in and attacker scan be located in a smaller area, then filters can 

be placed nearer to the attacker before attacking traffic get collected. And finally identifying the origins of spoofing 

traffic may help build a reputation system for networks that would be helpful to impulse the corresponding ISPs to 

verifyIP source address. 

 

 

II. RELATED WORK 

 

Distributed Denial of Service attacks (DDoS) [1] areaninfectious, comparatively new type of attack on the 

availability of resources and Internet services. These attackersintrude large numbers of computers by exploiting 

software exposures, to set up DDoS attack networks. By these unknowing computers are then raised to wage 

anorganized, large scale attack against one or more victim organizations. There is a specific countermeasures are 

established, attackers enhance existing DDoS attack outfits, emerging new tderived DDoS methods and also attack 

tools.A hash-based technique[2] for IP trace back produces audit traces for traffic within the network. In recent 

times,itcan trace the origin of a single IP packet delivered by the network. Packets can be Multi or broadcast as tracing 

system must be prepared for multiple packets. Then Attackers may get into routers and need not be confused by a 

motivated attacker. A Routing behavior of network can be unstable to handle different information. After that,packet 

Size should not grow due to Tracing and end hosts may be resource inhibited. The system is effective, space-efficient 

requiring approximately 0.5% of the link capacity per unit time in storage andalso implementable in current or next-

generation routing hardware. These results the system effectiveness. 

 

Backscatter analysis [3] a new technique delivers an estimate of worldwide denial-of service activity. To recognize 

quantitatively the nature of the current threat as well as to allow recurring patterns of attacks and longer-term analyses 

of trends. This proposed work is the only publically obtainable data quantifying denial-of-service activity in the 

Internet. Two new schemes were presented [4] in this paper, the Advanced marking and the Authenticated Marking 

Scheme, it allows the victim to trace back the estimated origin of spoofed IP packets. These techniques feature support 

incremental deployment, router overhead and low network.Traceback mechanisms [5] are not widely maintained by 

current service routerspacket marking This [6] will introduce considerable overhead to the routers (Internet Control 

Message Protocol (ICMP) generation and [7] also packet logging particularly in high network performance.Based on 

these works, there is not so efficient if there is heavy communication between branches and the data should be carefully 

maintained. 

 

III. PIT SCHEME 

 

An effective passive IP tracebacknamed PITis proposed in this paper, there are applications and users which 

bypasses the deployment difficulties of IP traceback schemes. This proposed system investigates Internet Control 

Message Protocol error messages named path backscatteractivated by spoofing trafficsand then tracks the spoofers 

based on public available information.It also tracks spoofers based onpublic available information andpath backscatter 

messages.  
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PIT is very different from existing IP traceback mechanisms and used to perform IP traceback.It is inspired by a 

number of IP spoofing observation events. This technique is very efficient if there is heavy interaction between 

branches and then it can also store the data normally and efficiently.Though PIT may not work in all the spoofing 

attacks, but it can be the most useful appliance to trace spoofers earlier an Internet-level traceback system has been 

deployed in real. 

A .System Architecture 

System architecture can comprise system components, the externally visible properties of those components, the 

relationships for example the behavior between them. It can provide a plan from which products can be obtained and 

system developed which will work together to implement the overall system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3.1System Architecture 

 

B.System Modules 
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4. Admin 

 Customer Details. 

 View customer Transaction Details 

Feature: Tracing spoofed IP Packets 

 

TRACING SPOOFED IP PACKETS 

 

 

 

Fig 3.2 Tracing spoofed IP packets 

C. To Check System Performance 

Allocate the Check IP spoofers and Tracing spoofed IP Packets. 

 

 

Fig 3.2.1 Master Login Page 
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Fig 3.2.2 Admin Page 
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 (b) 

 

(d)

Fig 3.2.3 Customer login page 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3.2.4 Customer bank details 

 

 

Fig 3.2.5 Customer search details
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Fig 3.2.6 Customer details update Fig 3.2.7 Admin view customer details 

 
 

IV. CONCLUSION 

 

In this paper,dissipate the mist on the locations of spoofersis tried, based on investigating the path backscatter 

messages. The proposed PIT tracks tracks spoofers based onpublic available information andpath backscatter 

messages.It illustrate causes, statistical results andcollection on path backscatter. Also this, how to apply PIT is 

specifiedonce therouting and topology are both known otherwise the routing is unknown otherwise neither of them is 

known. Then presented two effective algorithms to apply PIT in large scale networks and then proofed their accuracy. 

Henceforth,it demonstrated the effectiveness of PIT based on deduction. Results showed the captured locations of 

spoofers by applying PIT on the path backscatter datasets. These results may help further reveal IP spoofing which has 

been studied for extended however not ever well understood. In future, Greedy Algorithm is used to improve the 

effectiveness of the secure file storage. 
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