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ABSTRACT: Cloud computing is one of the fastest emerging technologies in computing. Cloud Computing applies as
a software on-demand remotely to the usage of machine services. This is primarily focused on data and software
outsourced to remote repositories (datacenters), which are typically housed on consumer machines and are operated by
third parties. This paper provides an analysis of cloud storage, security problems. This seeks to address the key data
security concerns posed by the cloud world. These questions were then classified into three categories: 1-data security
concerns occurring in relation to conventional infrastructures with the single cloud containing features, 2-data security
issues posed in cloud storage across the application life cycle (data processed, utilized and transferred), 3-data security
issues correlated with data security qualities, such as confidentiality, privacy, and usability. Different approaches were
stressed for every group in order to protect cloud data.
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I.LINTRODUCTION

Cloud Computing offers a modern method of empowering consumers with tools web-based software available. Unlike
traditional approach that is based on Internet computing customers no longer, have the network entirely operated by
such cloud companies, where data is processed. Computer ownership the transition of management of networks to
service providers includes the adjustment of data storage obligations [1, 4, 14, 19, 31, and 34]. Information access and
secrecy issues also exist. We concentrate on facets of cloud storage health and in this article.

1. SIGNIFICANCE OF THE SYSTEM

This paper reflects on topics relating to cloud security and more precisely, we are concerned with the protection of
Cloud technology hosting information. When more and more information is being put on the Cloud by individuals and
organizations, data protection and privacy are key concerns, especially if data are confidential, the topic of data
protection and user privacy, particularly where data is sensitive is important. The study of literature survey is presented
in section Ill, Solutions are explained in section 1V, section V covers the results of the study, future study and
Conclusion.

1. LITERATURE SURVEY

Cloud computing has made revolutions in IT industry through the research in service through an innovative
infrastructure service delivery models for its development in real-works requirements. Approximately 90% of the users
of cloud environment and computing, who are having access to their application, data and service request have a
necessity of their dependencies depending on the users or customer's needs their locations, information security
management, data security management, for the customers data stored in cloud virtual infrastructure environment. Data
security in three dimensions: cloud characteristics, data life cycle and data security attributes

A. Classification of Data Security Issues:

For all technology, data security is a general concern. When introduced to an unregulated environment such as Cloud
Computing, though, it becomes a big challenge. Distinguishing between the security threats associated with all IT
infrastructures and those generated by the use of Cloud Services is significant. In general, these threats are consistent
with transparent, collaborative, and distributed settings.

It is also necessary to distinguish current challenges from those posed by Cloud Computing when assessing the risks.
We deal only with problems raised by the Cloud in this article, and related to results.
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Cloud data outsourced is more insecure than stored on conventional networks, for three reasons in particular: (1)
data is stored in the networks of a service provider; (2) the data of multiple users is using the same physical
infrastructure; (3) data is available over the internet.

While several classifications may be created for issues of data security, we have preferred to divide them into three
dimensions. Cloud characteristics, Cloud data life cycle and data security attributes. Our aim is to stress the impacts of
these dimensions on data protection as well as the related common and distinct impacts on data security.

1) Data Issues related to Cloud Characteristics: In this segment, we are interested in data security that improves
cloud-computing characteristics relative to conventional, proprietary technology. In reality, Cloud is distinct from
conventional technology. These variations carry several advantages but also several inconveniences that may impact
protection. The core aspects and the direct benefits and drawbacks are as follows:

Leased infrastructure:

Cloud infrastructure no longer belongs to user but to service provider. The Customer rents their use from a service
supplier rather than buying unique devices. Key benefit is saving money. Main drawback is lack of influence.

Open infrastructure:
In general, cloud computing can be accessed through the Internet. Key advantage is omnipresent resources
connectivity. Main drawback is different entry points.

Shared infrastructure:
Cloud infrastructure is shared by service users, unlike conventional infrastructure. Key advantage is savings in rates.
Key drawback is risks of isolation failure among users.

Elastic infrastructure:

Users will scale the services up / down to meet their needs. Cloud technology then meets the current demand level,
unlike conventional demand based technology. Big advantage is efficiency of resource utilization. Big drawback is
assets restructuring threats.

Distributed infrastructure:
Geographically, the cloud computing is spread globally. Key benefit is improvement in computing capability and
power. The biggest disadvantage is facilities administration and upkeep.

These characteristics obviously affect the data security. These capabilities have exposed the key challenges with
data security.

2) Issues of data according to the cloud data life cycle:

Two essential resources offered by Cloud Computing [2, 5, 21] are computation and storage. Data storage is spread
globally through many datacenters. Digital computers are used to analyze the results. You can build numerous virtual
machines and generate numbers that match your needs [5]. They can build numbers and power. Transferring the
measurement and storing of data to a third sector includes transferring their security obligations and enforcement to the
third section [29].

In the cloud, the computation is performed as follows: first, the user sends his data to the processed and operated
datacenter. This data is then transmitted via distributed technologies to virtual machines for parallel processing. Users
can import and access the data after testing has elapsed [5]. Both personal and private data may be revealed during this
process.

Based on this method, we can discern three cloud data states: data-at-rest: stored data, data-in-transit, i.e.
transferred data and data-in-use; i.e. accessed or processed data. Data protection and cloud activity would also cover
certain three dimensions. Different mechanisms to guarantee data protection should be set in place at either point of
this data life cycle.

In this section, we illustrate problems relevant to data security in any point of this life cycle. These problems
were taken from separate papers on this subject. The most important of these are overview by us:
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a) Data-at-rest

In this section, we address the challenges of data security at any point of this life cycle. These problems have been
taken from a variety of articles on the subject. In the following data storage, we have summarized the key utilities,
which are used most often in the cloud. It helps the customer to view his data omnipresent at a smaller cost than ever
before. Data-at-rest refers to the storage medium protecting of data. Due to its restricted physical control over data, it is
difficult for the user to accomplish. Many threats involving data storage in cloud computing are listed in the literature.

The literature discusses a variety of threats related to cloud data storage. The danger shared by most of the

works has been summarized in three categories: storage media distribution risks, data localization risks, and the
durability of storage media risks.

Data location risk

The first risk relates to location of physical data. The consumer data is processed at numerous locations worldwide.
Cloud consumers don't necessarily know where precisely their data is stored, so it does not matter in most situations.
For e.g., Face book messages and images will exist somewhere anywhere in the world and users of Face book typically
have no worries. However, if an organization has confidential cloud data, it can become necessary to find the data.
The cloud providers geographical locations which affect data security and privacy; in particular, data collection
authorities of a nation with data residences may have access to data in compliance with the regulations of that country
under some conditions[8, 14, 21, 24, 25, 28, 33].

Storage media risk
The second risk is to share physical infrastructure among numerous users. Because many users use the same physical
storage space, the risk of data loss rises and affects several users. Accordingly, unwanted access by a service provider
or its customers, in particular if data is confidential, is a significant issue. Theft of data, breaches, and manipulation of
the data are the major dangers of sharing information [13, 14,
24, 28, 30, 31].

Storage media reliability
The third risk is the reliability of Cloud storage platform. Since users can not physically monitor data access, they must
trust the vendor to protect data. In order to raise the expenses, service providers may delegate their services to another
service provider without warning clients.

b) Data-in-transit

Protection for data-in-transit applies to data transfer protections in the cloud. It guarantees that the information is
not intercepted, updated or substituted. Details in transit can be particularly confidential, such as user names and
passwords. Data transmission can be more dangerous than data transmission, since you fly from one location to
another [16].

c) Data-in-use
Data in use implies any reading or handling of data (created, transformed or deleted). Owing to the vast number of
consumers engaging in software computing in the software, the capacity for abuse rises [22].

3) Data Security Attributes

Although the protection specifications vary from one data type to another (data-in-rest, data-in-transit, data-in-use).
They all share a fundamental concept, which is CIA trio: Confidentiality, Integrity and Availability, but they are
applied in distributed, virtual, and dynamic architecture. All security measures intended to protect one or more aspects
of this trio apply these three principles. Three issues have been discussed in the majority of the literary papers [2, 4, 7,
8, 17-19, 21-23, 30, 33] on data security.

a) Confidentiality
The protection of data against unauthorized access refers to confidentiality. This is caused by outsourcing sensitive
data to Cloud servers. Confidentiality is much more important in a decentralized computing context because the server
hosting data is not necessarily a user's own. Cloud systems confidentiality is a major obstacle to its adoption. Currently,
cloud offers are mostly public and therefore more attacks than hosting private data centers.

Copyright to IJARSET Www.ijarset.com 14919


http://www.ijarset.com/

ISSN: 2350-0328
International Journal of Advanced Research in Science,
Engineering and Technology

Data privacy is another confidentiality-related problem. Data Privacy concerns personal information for
unauthorized persons, which must be hidden. The privacy of the user is linked to collecting, using, communicating,
saving and destroying personal data. This concerns when it is not clear why personal information is used and how it is
used [11].

b) Integrity
Integrity refers to data protection, whether intentional or accidental, against unauthorized changes. These changes
include the creation, removal and write. In most information systems, data integrity is one of the critical elements. It
can be easy to do in a centralized system but in a distributed environment like Cloud Computing, it becomes a difficult
task.

The data integrity check is an important process. In general, the backup of the original data is compared with the
existing data in the Cloud. The download from the Cloud, however, is a comprehensive and costly way of doing this
[2]. There are currently other techniques not including the downloading of data for the integrity of data.

c) Availability
Data availability means that when authorized persons need it, information must be available. The availability of
data is one of service providers' major concerns. If a Cloud service is interrupted for some reason, many customers are
affected. Contractual service providers Company to ensure 99.9% performance. In addition, the collection and
delivery of data and physical infrastructure in multiple areas raises the degree of availability.

There are various threats to the availability of cloud data, such as storage reliability, internet connectivity reliance,
and technological defects. In general, data access is more secure in cloud than in a conventional system, so major
companies like Google, Amazon, and Microsoft are better positioned than a single person or a business to handle these
risks.

IV. METHODOLOGY

Solutions for data security issues:

A wide number of service models are used for cloud computing: SaaS, PaaS, and laaS: Deployment models: private,
public, community, hybrid. Therefore, the risks vary based on the cloud level used; in particular, if a private cloud
protection is theoretically wide as it is monitored, the protection over a public cloud is considerably lower. Even if the
user is relying on a device, network or service, the extent of control varies and the maintenance of protection can vary.
laaS offers architecture for PaaS, and provides a forum for SaaS applications creation and deployment.

In addition, cloud data can be accessible in different states, i.e., in-rest, in-use, in-transit. The data would not require
the same degree of confidentiality. The processed data cannot be covered by the same means as transit or rest data.

Encryption is the main solution for the safety of the data sent and preserved. This technique is still available in Cloud
today. But as with data-at - rest, this approach is not always feasible; it is also possible to actually encrypt data inside
an laaS service. Data encryption is not always possible, however, in a PaaS or SaaS program.

Cloud applications typically use data-at-rest to be unencrypted since encryption avoids scanning and indexing data.
This is the case for data in use and is needed for several requests in a simple form [5, 7, 18, and 25]. IBM announced in
2009 the development of full homomorphic encryption that enables the processing of data without decryption by
applications. His expense and machine sophistication are the biggest downside to this strategy.

With respect to data-in-transit, encryption is not enough to protect the form of data alone; encryption, indeed, protects
confidentiality, not integrity [18]. Encryption algorithms are thus normally related to encryption and network security
protocols [5, 14, 18, 22]. In comparison, the data-at-rest and data-in-transit encryption methods can be distinct. For
instance, transit data encryption keys can be short-lived while data-at-rest keys can be held for a lengthy period [31].

Data security strategies otherwise rely on other factors such as the size of data and the form of data. Indeed, traditional
methods for the protection of a limited amount of records, such as encryption and anonymization, may not be sufficient
for large numbers. As regards data form for example, sensitive data need secrecy, while personal data need secrecy.
The content of data, which is normally done using encryption methods, needs to be secured in sensitive data.
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The user identities generally achieved through anonymising techniques are the information to be secured in the
personal data. More or less availability and integrity is required for all data forms.

Our goal is to highlight the relationship between various classifications and the effect of protection on one
another. We may infer that cloud technologies influence data-at-rest, data-in-use, and data-in-transit. This impact may
affect their confidentiality, integrity, as well as availability. We concentrate only on the most commonly used and
proven solutions.

We have classified the common security techniques according to data security attributes. The most important
ones, the fundamental methods, were taken out of numerous works on literature and outlined [2, 3, 6, 8, 12, 20].
These approaches are also merged and modified to form other versions, primarily using basic encryption (symmetric or
asymmetrical) to fulfill the security requirements.

Trust and legal issues are other big cloud problems. Trust is one of the best things to attain. It is difficult for

the users to leave data to any third party, especially if the data are sensitive [8, 15, 19]. In the absence of confidence,
security initiatives seem to be inadequate. Trust can be improved through protection regulation, accountability for
suppliers and incorporation into an entity by reputable third parties, but the physical system is still under the
jurisdiction of the provider even though the facilities are regulated and operated by designated persons. Users typically
trust their vendors to guarantee their data security and availability, while their confidentiality and privacy are more
reticent.
Legal issues include confidentiality / privacy laws and legislation in countries where data centers holding data are
based [5, 8, 10, 14, 21, 24, and 31]. Since the Cloud is an evolving area, there is a lack of consensus on data protection
and privacy [3]. Privacy laws and regulations are outdated and no longer extend to this modern system of data
collection and processing by third parties , particularly where data is sensitive[26, 32].

V. CONCLUSION AND FUTURE WORK

Cloud Computing provides a range of advantages relative to traditional infrastructure Today, it is no longer necessary
to understand what Cloud provides to the customer, but rather to understand the problem of data security that is
managed by a third party. This paper addresses the problem of data security in cloud computing. First, we define data
protection concerns in three dimensions: cloud characteristics, data life cycle, and data security attributes. We then
defined the typical solutions used to protect data for each group of this classification.

In our classification, data security issues appear to depend on several criteria, such as data size (small /
large) data type and identification (personal / private / use) and data status(used, stored or transferred). The parameters
depend on individual Cloud capabilities that depend on the type / service used in their turns. The privacy, integrity, and
accessible data may be influenced by these characteristics.

We have also found that the standard solutions used to securing data in the cloud system are classic
methods for data securing in conventional environments such as encryption and access control. These solutions are
also mixed and/or cloud-friendly.

It is also focused on the trust the customer has in the vendor, as well as legal concerns, to maintain data
protection in cloud not to be summarized as a technological security solution. Protection and control of IP rights is an
essential concern. Cloud Computing data transfer, collection, and analysis involve the detection of intellectual property
rights defensive mechanisms for these data.
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